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Encelium Contact Information 

Encelium Technologies 

USA 

500 Frank W. Burr Blvd., Floor 1, Suite 29, Teaneck, NJ 07666, USA  
201-928-2400;  201-928-4028 

 

CANADA 

68 Leek Crescent, Unit A, Richmond Hill, ON L4B 1H1, Canada   

 905-731-7678;  905-731-1401 

 

EUROPE 

Antwerpsesteenweg 130-B-2390, Malle, Belgium  
 0032-476585267 

 

Technical Support:  

  technicalsupport@encelium.com or www.encelium.com/technicalsupport 

 1.888.531.7573  

If you have questions or are interested in learning more about the Encelium’s Energy Control System, 
contact: inquiries@encelium.com  

  

     

mailto:technicalsupport@encelium.com
mailto:inquiries@encelium.com


 

 
    ECS

TM
 Networking & GreenBus Guide v1.5    

Page iii of 15 

 

Table of Contents 

ENCELIUM CONTACT INFORMATION ...................................................................................................................... II 

INTRODUCTION ...................................................................................................................................................... 4 

ENCELIUM NETWORK ............................................................................................................................................... 4 
ECU COMMUNICATION WITH TENANT LAN ................................................................................................................... 5 

Multi-Tenanted Building ................................................................................................................................. 5 
Single-Tenanted Building ................................................................................................................................ 6 

GREENBUS
TM

 NETWORK ........................................................................................................................................... 7 
ECU CONNECTIONS ................................................................................................................................................. 7 

GREENBUSTM CABLE ............................................................................................................................................... 8 

RJ-45 CONNECTORS ................................................................................................................................................ 9 
GREENBUS

TM
 CABLE PINOUTS .................................................................................................................................... 9 

FABRICATING GREENBUSTM CABLE ....................................................................................................................... 10 

GREENBUSTM TESTING WITH THE GBDT ................................................................................................................ 12 

FACTS TO NOTE WHEN USING GBDT .......................................................................................................................... 13 
Protection Mode........................................................................................................................................... 13 
ECU Location ................................................................................................................................................ 13 
NO ECU LED.................................................................................................................................................. 14 
PWR GOOD LED ............................................................................................................................................ 14 

DETERMINING THE LOCATION OF A FAULT ................................................................................................................... 15 

 



 

 
    ECS

TM
 Networking & GreenBus Guide v1.5    

Page 4 of 15 

 

Introduction 

Energy Control System (ECSTM) comprises multiple GreenBusTM networks, the Encelium network and the 
tenant network. 

The ECU communicates with sensors and light fixtures via the dedicated GreenBusTM.  All other 
communication utilizes a network based on standard 10/100 Base-T Ethernet, TCP/IP & UDP protocols.   

Encelium Network  

As shown in Figure 1, an Encelium network comprises of one or more ECUs, one SSU and an energy meter all 
connected together using a standard Ethernet switch.  Within the Encelium network, individual devices are 
assigned static IP addresses.  ECUs can be identified by names (e.g., ECU1, ECU2, etc.) instead of IP 
addresses. 

6 GreenBus channels 

numbered 0 to 5

SSU (Server)

ECU #1 (Control Unit)

ECU #n (Control Unit)

Tenant Network (CAT-5)

Tenant Network (CAT-5)

Encelium proprietary network or 
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WWW

Remote access for commissioning 

and technical support (Dial-up, 

DSL, Wireless)

Only one SSU per 

system is required

Encelium Energy Control System (ECSTM) – Conceptual Diagram
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Figure 1:  Encelium Energy Control System 

An Encelium network can be implemented using dedicated physical cabling or using VLANs.   

Two Network Interface Cards (NICs) are installed in each ECU (Energy Control Unit).  One of them is used for 
connectivity with the Encelium network while the other one is used for connectivity with tenant network.   
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ECU Communication with tenant LAN  

As referenced in Figure 2, both tenant and Encelium ports on an ECU are firewalled.  This prevents the 
Encelium network from initiating communication with the tenant network.  ECUs can only listen to and 
respond to queries (e.g., PCS) from the tenant network. 

Encelium network components such as the ECU, SSU and energy meter should all be part of the same IP 
subnet.   

Multi-Tenanted Building  

In a building occupied by multiple tenants, each tenant connects to their respective ECUs via the Tenant 
Network Interface.    

 

 

 

 

 

 

 

 

Figure 2:  Typical Multi-Tenanted Building Network Architecture 

In addition, the tenant network is not visible to unauthorized (if any) Encelium network users.   The SSU can 
be accessed via dial-up or DSL connection.  

Communications among multiple ECUs and the SSU are maintained by connecting them all to a switch. 

 

 

 

Figure 3:  A typical switch 
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If the network switch has an ‘uplink’ port, be sure not to connect ECU and SSU to this port. This port is 
reserved for Internet connectivity. 

Encelium typically uses the following firewall ports for communication among various networking devices: 

For TCP: 9000; 1234; 9101; 9102; 221; 9001; 80 

For UDP: 1234 

ECSTM Network Interface Tenant Network Interface 

Ports:  1234 TCP/IP 

 211 TCP/IP 

 1234 UDP 

Firewall settings: Access limited to above ports 

Traffic initiated: typically none 

Ports:  1234 TCP/IP incoming only 

 211 / 9001 TCP/IP incoming only 

 1234 UDP (if enabled) 

Firewall settings: Access limited to above ports, 
cannot initiate connections 

Traffic initiated: none 

PCS and PCW applications communicate with the ECSTM via port 80. 

Single-Tenanted Building  

Multiple ECUs and a single SSU are connected to the client’s Ethernet network.  Connection to the SSU is 
allowed only through a secure VPN connection to eliminate possible threats to the tenant’s secure data by 
unauthorized users, etc. 

 

 

 

 

 

 
Figure 4:  Typical Single-Tenanted Building Network Architecture 

The tenant has to provide static IP addresses for Encelium devices (SSU, ECUs and energy meter). 
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GreenBusTM Network 

Each ECU (Energy Control Unit) channel supports a GreenBusTM network consisting of I/O Modules and 
Lighting Controllers.  Sensors and light fixtures are in turn connected to the I/O Modules.  

 

 

 

 

 

 

 

 

 

Figure 5:  GreenBus
TM

 Network 

Each GreenBusTM channel can have 75 addressable nodes.  The GreenBusTM cable connects directly to IO 
Modules, Lighting Controllers and low voltage Relay Modules. 

ECU Connections 

The GreenBusTM network cables are connected to ECU ports 0 – 5. 

 

 

 

 

 

 

 

 

 

 

Figure 6:  Rearview of an ECU  
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GreenBusTM Cable 

A GreenBusTM cable is fabricated from 4 pair, UTP (Unshielded Twisted Pair) solid wire Category 3 bulk cable.  
Cat 5/5e cable is not required but can be used for GreenBusTM cables. 

Plenum–rated cable jacket (CSA: “CMP”, UL: “FT6”) must be used whenever the cable travels through an air 
circulation space.  This includes above a false ceiling or below a raised floor. 

Internally the cable appears as shown in Figure 7.  

 

 

 

 

 

Figure 7:  Internal Cable Structure and Color Coding  

Inside the cable, there are 8 color–coded wires.  These wires are twisted into 4 pairs of wires, with each pair 
having a common color theme.  One wire in a pair is a solid colored wire and the other is a primarily white 
wire with a matching colored stripe.   

The twists are extremely important as they counteract noise and other electromagnetic interference.  It is 
important to wire according to a standard to get proper performance from the cable.  The TIA/EIA-568 
specifies two wiring standards for an 8-position modular connector such as the RJ-45.  The two wiring 
standards, T568A and T568B, vary only in the arrangement of the colored pairs.  There is no difference in 
connectivity.   

Figure 8 depicts the view of the pins after the cable has been inserted into the RJ-45 connectors.  

 

 

 

 

  

  

 

Figure 8:  TIA/EIA-568A & TIA/EIA-568B Wiring Standards 
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RJ-45 Connectors 

GreenBusTM cable ends are terminated with RJ-45 connectors.  The RJ-45 connector is an 8-conductor 
modular connector that looks like a large phone plug.  RJ-45 connectors are made for either solid conductors 
or stranded conductors. It is very important to verify that the plug you use matches the conductor type.  It is 
extremely difficult to tell the difference between the two by visual inspection alone. 

 

 

Figure 9:  RJ-45 Plug 

GreenBusTM Cable Pinouts 

There are two basic cable types.  A straight– through cable is used to connect to a hub or switch while a 
crossover cable is used to connect two network devices in a peer-to-peer fashion without a hub or switch. 

Only straight– through cable connections are used in a GreenBusTM network. 

 

 

 

 

 

 

 

Figure 10:  T568B wiring protocol 

All pre-fabricated cables are shipped as T568B.  Encelium recommends using this standard for on-site GreenBusTM 

cable fabrication. 

  

Communication 

Ground 

24 VDC 
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 Fabricating GreenBusTM Cable 

1. Pull the cable off the reel to the desired length and cut.  If you are running cables through conduit, 
attach the RJ-45 plugs after the cable is pulled. 

2. Skin 1 to 2 inches off the cable jacket at one end using a cable stripper (recommended) or a sharp 
knife. Inspect internal wires for nicks.  Start over if nicks are observed. 

 

 

 

 

Figure 11:  Stripping the cable jacket 

3. Untwist each pair and straighten each wire between the fingers.  Do not untwist the pairs inside the 
cable jacket. 

4. Arrange the wires in the proper sequence as shown in Figure 12.  Flatten the wires between your 
thumb and forefinger and then bring the wires together so they run parallel. 

 

 

 

Figure 12:  Flattened wires  

5. Check the wiring sequence one more time holding the wires securely between your thumb and 
forefinger.  Trim the wires to ½” (13 mm) using a pair of sharp wire cutters.  Ensure the cut is 
perpendicular to the parallel wires and all wires are the same length.  This is a very critical step. If 
the wires are not cut straight, they may not all make proper contact. 

 

 

 

Figure 13:  Cutting the wires  
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6. While continuing to support the trimmed wires with your forefinger, insert them into the RJ-45 
connector with the clip facing down in your other hand.  Ensure each wire is fully inserted to the 
front of the RJ-45 connector.  The cable jacket should extend into the RJ-45 connector by about 1/2" 
and will be held in place by the strain relief after the connector has been crimped. 

 

 

 

Figure 14:  Inserting the cable into the RJ-45 connector  

The cable jacket should extend into the RJ-45 connector by about 1/2" and will be held in place by 
the strain relief after the connector has been crimped. 

 

 

 

Figure 15:  Extending the cable jacket into the RJ-45 connector  

7. Verify the wires are in the correct order and that they are pushed completely into the end of the RJ-
45 connector and crimp.   

Look for the flat ends of the trimmed copper wire against the end of the internal channel. 

 

 

 

 

 

 

Figure 16:  Crimping the RJ-45 connector  

 

8. Repeat steps 1 through 7 for the other end.  The wiring protocol is same for both ends of the 
GreenBusTM cables. 

9. Use a cable tester to verify proper wiring of the cable.  

The maximum length of GreenBusTM cables is limited to 2,500 ft. total per channel.  If it is 
necessary to go beyond 75 addresses or 2,500ft., consult Encelium’s Engineering Dept.  Ethernet 
network cables that are used to connect ECUs, SSU and switch are limited to a maximum of 300 
ft. in length. 
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GreenBusTM Testing with the GBDT 

Continued  
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Facts to note when using GBDT 

Protection Mode 

ECUs can go into a temporary “protection mode” when numerous devices such as a whole channel or large 
section of a channel are plugged in.   

After any operation that involves the GreenBusTM, always wait 15–30 seconds to allow the ECU to recover.  
Otherwise, you may erroneously assume there is a problem with the ECU.  

ECU Location 

When the GBDT is connected in the middle of a channel, one end of the channel terminates at an ECU and 
the other end does not.   

The PWR GOOD LED indicates the presence of an ECU on the side that terminates at an ECU and NO ECU 
LED indicates the absence of an ECU on the other half of the channel. 
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NO ECU LED 

If the GBDT indicates NO ECU from both directions, determine where the ECU is connected and whether it is 
working properly. 

PWR GOOD LED 

If the GBDT indicates PWR GOOD from both directions, it means there is a closed loop, which is a wiring 
fault.  Identify and correct the closed loop as required.  Check the drawings to determine the correct cable 
setup and correct the closed loop error. 

This situation can arise when data pins of the GreenBusTM cables are connected to ground due to bad crimping, etc. 
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Determining the Location of a Fault 

The GBDT can only identify that there is a problem between where it is connected and the ECU. 

Use the “divide and conquer” approach to determine the exact location of the fault.  First, connect the GBDT 
approximately half way between the current location and the ECU end of the cable.  If the problem 
continues to appear, move half way again between the current location and the ECU end of the cable.  
Continue until you find the location of the problem.  

Consider the following example (The example shows only 10 I/O Modules, but you may have up to 75 I/O 
Modules on each of the 6 channels from the ECU).  

 
Figure 17:  ECU channel with 10 I/O Modules 

 

1. Connect the GBDT at the end of the cable and check for faults.  Faults can be anywhere between I/O 
Module 10 and the ECU. 

2. Move to the ECU and check the first connection coming out of the ECU.  This helps determine if the 
problem is with the first cable (“home run” cable) or with the ECU itself. If the first connection has 
no problems, continue with the next step. 

The LED pattern    indicates a connection that has no problems.  

3. Calculating from the end of the cable, move halfway back to the ECU.  In this case move to I/O 
Module 5 and test from there.   

If the fault no longer appears, you know the problem must lie between the end of the cable 
(towards IOM 10) and I/O Module 5.  Go back half-way toward the end of the cable and test again.  

If the fault continues to appear, you know the problem must lie between the ECU and I/O Module 5, 
so you go back half-way toward the ECU and test again. 

 

 

 

 

Figure 18: Testing in progress 

 

4. Repeat the process of testing and determining the direction to move until the location where the 
fault occurs is found. 

The fault might be with the GreenBusTM cable or with the I/O Module.  It is important both the 
GreenBusTM cable and the I/O Module attached to it get tested.  For more on diagnosing the 
problem, see “GreenBusTM Testing with the GBDT”. 

ECU IOM 1 IOM 2 IOM 3 IOM 4 IOM 5 IOM 6 IOM 7 IOM 8 IOM 9 IOM 10

ECU IOM 1 IOM 2 IOM 3 IOM 4 IOM 5 IOM 6 IOM 7 IOM 8 IOM 9 IOM 10

Test Here

if good, go right

if bad, go left


